	
	
	



Intrusion Detection System:
Intrusion Detection Systems (IDS) are critical tools in cybersecurity that monitor network traffic for suspicious activity and potential threats, alerting administrators to possible intrusions.

Common Methods of Intrusion:
· Address Spoofing: Hiding the source of an attack by using fake or unsecured proxy servers, making it hard to identify the attacker.
· Fragmentation: Sending data in small pieces to slip past detection systems.
· Pattern Evasion: Changing attack methods to avoid detection by IDS systems that look for specific patterns.
· Coordinated Attack: Using multiple attackers or ports to scan a network, confusing the IDS, and making it hard to see what is happening.
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Benefits of IDS
· Detects Malicious Activity: IDS can detect any suspicious activities and alert the system administrator before any significant damage is done.
· Improves Network Performance: IDS can identify any performance issues on the network, which can be addressed to improve network performance.
· Compliance Requirements: IDS can help in meeting compliance requirements by monitoring network activity and generating reports.
· Provides Insights: IDS generates valuable insights into network traffic, which can be used to identify any weaknesses and improve network security.
Disadvantages of IDS
· False Alarms: IDS can generate false positives, alerting on harmless activities and causing unnecessary concern.
· Resource Intensive: It can use a lot of system resources, potentially slowing down network performance.
· Requires Maintenance: Regular updates and tuning are needed to keep the IDS effective, which can be time-consuming.
· Doesn't Prevent Attacks: IDS detects and alerts but doesn’t stop attacks, so additional measures are still needed.
· Complex to Manage: Setting up and managing an IDS can be complex and may require specialized knowledge.

Types of IDS Based on Location of Monitoring:
1. Host-Based Intrusion Detection System (HIDS)
· Installed on individual hosts or devices.
· Monitors system logs, file integrity, and user activities on that host.
· Detects suspicious changes or unauthorized access attempts.
· Useful for detecting insider threats or malware infections.
· Examples: OSSEC, Tripwire, AIDE.

2. Network-Based Intrusion Detection System (NIDS)
· Placed at key points in the network (like routers or firewalls).
· Monitors all incoming and outgoing network traffic.
· Analyzes packets to detect malicious activities or policy violations.
· Effective for identifying attacks such as DoS, port scanning, and network exploits.
· Examples: Snort, Suricata, Zeek (Bro).

3. Wireless Intrusion Detection System (WIDS)
· Specifically designed for wireless networks.
· Detects unauthorized or rogue access points and devices.
· Monitors wireless traffic for unusual patterns or attacks (like Evil Twin or MAC spoofing).
· Examples: AirDefense, Kismet.

4. Network Behavior Analysis (NBA) System
· Focuses on analyzing network traffic flow and behavior.
· Detects anomalies such as DDoS attacks, worm activity, or large data transfers.
· Uses statistical models and behavior profiling.
· Examples: Lancope StealthWatch, Darktrace.
· 
Working of Intrusion Detection System (IDS)

· An IDS (Intrusion Detection System) monitors the traffic on a computer network to detect any suspicious activity.
· It analyzes the data flowing through the network to look for patterns and signs of abnormal behavior.
· The IDS compares network activity to a set of predefined rules and patterns to identify any activity that might indicate an attack or intrusion.
· If the IDS detects something that matches one of these rules or patterns, it sends an alert to the system administrator.
· The system administrator can then investigate the alert and take action to prevent any damage or further intrusion.

Location of IDS:

The most optimal and common position for an IDS to be placed is behind the firewall. The 'behind-the-firewall' placement allows the IDS to have high visibility of incoming network traffic and will not receive traffic between users and networks.



HIDS:
Host intrusion detection systems (HIDS) run on independent hosts or devices on the network. 
It is an application that monitors a computer or network for suspicious activities.
It works on individual host systems: servers, laptops, mobiles, and any other type of endpoint that produces data you can monitor.  
A HIDS monitors the incoming and outgoing packets from the device only and will alert the administrator if suspicious or malicious activity is detected.
HIDS tools monitor the log files generated by your applications and create a historical record of activities and functions. Therefore, you can quickly identify any anomalies and signs of an intrusion that may have occurred
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It takes a snapshot of existing system files and compares it with the previous snapshot. If the analytical system files were edited or deleted, an alert is sent to the administrator to investigate.  
Also, when searching for the log files, the host intrusion detection system uses certain rules and policies. It will only flag those pointing to events or activities that the rules have determined as Indicators of Compromise (IoCs)
IT administrators define the rules in their HIDS will be used when scanning log files. Rules can be either the prewritten rules available in the tool or can be written as per the requirement. 




HIDS Detection Methods
Most HIDS solutions use a combination of the following two methods.
Host Intrusion Detections Systems Based on Signatures
This type of intrusion detection system focuses on searching for a previously known pattern, identity, or a specific intrusion event. Most IDSs come from a database that needs constant updates to keep up with known cyber threats. As long as the database is up to date, this type of IDS will do a good job.
However, attackers tirelessly generate new malware or add small changes to their attack methods, so databases cannot possibly keep up in real-time.
Host Intrusion Detections Systems Based on Anomalies
As opposed to signature-based HIDS, anomaly-based ones rely more on analyzing “trustworthy behavior” and use machine learning techniques to flag malicious behavior. This will translate sometimes into a higher false-positive rate, as the system might also flag legitimate behavior as well.
Anomaly-based IDS is a good option for determining when someone is probing your network before a cyber-attack. The success of this type of IDS also depends on the degree of distribution across the network and the level of training provided by the IT admins.


NIDS:
A Network Intrusion Detection System (NIDS) is a security tool designed to monitor network traffic and analyze it for signs of suspicious activity or malicious behavior. It continuously observes the flow of data packets within a network and identifies any deviations from normal patterns that could indicate a security threat. 
NIDS plays a critical role in identifying potential attacks such as unauthorized access, malware infections, data breaches, and other forms of cyber threats.
NIDS does not directly stop or block malicious activities; it generates alerts to notify administrators when it detects suspicious traffic. These alerts allow security teams to investigate the issue and respond accordingly before it escalates into a full-blown security breach.
NIDS has the ability to analyze data in real-time, giving organizations the ability to detect potential threats quickly.
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Detection Methods: Signature-based and Anomaly-based
NIDS employs two primary detection methods to identify malicious activity:
1. Signature-based Detection: 
This method involves comparing network traffic to a database of known attack signatures. A signature is a unique identifier or pattern associated with a specific type of attack. If the NIDS detects traffic that matches a signature, it generates an alert. While this method is effective for identifying known threats, it cannot detect new or unknown attacks that don’t have a predefined signature.

2. Anomaly-based Detection: 
In contrast, anomaly-based detection involves monitoring network behavior to identify unusual activity. It creates a baseline of “normal” network behavior and looks for deviations from this baseline. If a deviation is detected, an alert is triggered. This method can help identify new and emerging threats but may generate more false positives, as legitimate traffic can sometimes be flagged as suspicious.
NIDS locating Intrusions:
Locating intrusions in NIDS involves several key steps and techniques:
Traffic Collection: NIDS captures network traffic for analysis, often using packet sniffing tools like libpcap or WinPcap.  
Preprocessing: Data is organized and filtered to remove irrelevant packets and assemble fragmented packets.  
Detection Engine: The core of NIDS applies signature-based and anomaly-based detection techniques to identify suspicious activity.  
Alerting and Logging: When an intrusion is detected, NIDS generates alerts and logs, detailing the event, source, destination IP addresses, and timestamps.  
Log Management: Centralizing logs from multiple NIDS sensors into a repository for easier analysis is crucial for effective intrusion detection.






HIDS vs NIDS
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HIDS is not the only tool that admins have to deal with malicious activities. Aside from the host intrusion detection system they also use NIDS – Network Intrusion Detection System.
HIDS looks at particular host-based behaviors at an endpoint level. It includes apps in use, accessed files, and the information stored in the kernel logs.
On the other hand, NIDS examines the data flow between computers, known as network traffic. It monitors the network for unusual activity.
NIDS can identify an attacker before they breach the system, while HIDS acts as a second layer of defense. HIDS acts at the endpoint level if the system is breached.
Monitoring Logons:
Monitoring logons means tracking and analyzing user login activities in a system or network to detect suspicious or unauthorized access attempts.
 It helps identify who logged in, when, from where, and how essential for intrusion detection and forensic investigation.
Intrusion detection systems (IDS) and intrusion prevention systems (IPS) are among the most sophisticated network security devices in use today. They inspect network packets and block suspicious ones, as well as alert administrators about attack attempts. 
These systems logs contain valuable network threat information about attack types, devices being targeted, and more.
With EventLog Analyzer, we can monitor IDS and IPS logs and extract the information they provide to secure the network further. 
It makes network device monitoring simple by automatically collecting IDS/IPS logs and storing them in a central location. 
Predefined reports cover various aspects of your network and help you gain perspective on your network's overall security standing.
EventLog Analyzer also allows us to search for the collected logs using several powerful search options and securely stores logs for as long as we need them.
Benefits of doing logons monitoring:
· Detect unauthorized access or intrusion attempts.
· Identify brute-force attacks (many failed logins).
· Catch compromised accounts (success after multiple failures).
· Track privileged user activities (admin logins).
· Maintain audit trails for compliance and security policies.
· Help in incident response and forensic investigation after an intrusion.
NIDS (Network Intrusion Detection System) Logons:
· Monitors network traffic for login attempts.
· Detects patterns such as:
· Multiple failed SSH/RDP attempts → brute-force attack
· Repeated login packets from one IP → credential guessing

HIDS (Host Intrusion Detection System) logons:
· Monitors log files and local system activities.
· Detects:
· Successful or failed user logins.
· Logins at unusual times.
· Admin logins on non-admin systems.
Steps in Monitoring Logons (Process)
1. Enable logging on systems (Windows auditing, Linux auth logs).
2. Collect logs from all sources (servers, endpoints, firewalls, VPNs).
3. Centralize logs into an IDS or SIEM system.
4. Set correlation rules (e.g., 10 failed logins in 5 min → alert).
5. Analyze and investigate any anomalies.
6. Respond — disable account, block IP, force password reset, etc.

Monitor these Security Event IDs:
	Event ID
	Meaning

	4624
	Successful logon

	4625
	Failed logon

	4648
	Logon using explicit credentials

	4675
	SIDs filtering applied

	4634
	Logoff occurred

	4647
	User initiated logoff


Indicators of attack:
· Many 4625 (failed logins) in short time
· Logins from unusual IPs
· Logins at odd hours
· Logins using disabled accounts


Monitoring IIS:
IIS (Internet Information Services).
IIS is Microsoft’s web server used to host websites, APIs, and web applications. Monitoring IIS is essential for security, performance, and incident detection.
IIS monitoring ensures your websites and applications run smoothly. By tracking performance metrics like response time, worker process health, and request queues, you can detect slowdowns, prevent crashes, and improve uptime before users are affected.
With Applications Manager's IIS monitoring software, become aware of the response time of the IIS server and get notified when its value crosses beyond a specified threshold. Constant increase in response time might indicate a problem with the web server, host, or website resources.
An increase in CPU usage may indicate high traffic or unwanted garbage collection.
By IIS Monitoring, we can find easily how loaded the server is. Can analyze the number of anonymous and non-anonymous users connected to the website.


Applications Manager tracks key IIS metrics such as 
· requests per second
· active connections
· application pool CPU and memory usage
·  request queue length, and failed requests
Which gives us full visibility into performance bottlenecks.
Reconstructing Intrusion:
Reconstructing intrusions means piecing together the entire sequence of events of a cyberattack by analyzing logs, alerts, packets, and system activity.
Steps in Reconstructing an Intrusion
1. Collect Logs and Alerts
Gather logs from IDS (Snort), firewalls, OS, applications, and SIEM tools.
2. Correlate Events
Match timestamps, IPs, users, ports, and actions across multiple logs.
 This shows how one event leads to the next.
3. Reassemble Network Traffic
Tools like Snort, Wireshark, and tcpflow reassemble fragmented IP packets or split TCP streams to see the full malicious payload.
4. Timeline Construction
Build a chronological timeline:
· Attack start
· Lateral movement
· Privilege escalation
· Data theft
· Cleanup by attacker
5. Identify Attacker’s Techniques
Look for:
· Scanning
· Brute-force logons
· Exploits
· Malware implants
· Data exfiltration
6. Determine Impact and Damage
Which systems were accessed, what files were touched, and what data was stolen.
7. Produce Final Report
Includes findings, sequence of events, indicators of compromise (IoCs), and recommendations.
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