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Disclaimer

This course material is Sumo Logic, Inc. confidential information.
Sumo Logic, Inc. provides it as-is solely for your use and assessment
as an individual partaking in the training and certification program on
our Learning Portal and in specified other venues. The course
material may not be reproduced, sold, or otherwise processed or
transferred in any other way or for any other purpose without prior
written permission from Sumo Logic. Sumo Logic owns the copyright
and other intellectual property rights in the text, graphics, information,
designs, data, and other content on this website (including exam
materials and certifications as well as audio files and their scripts)
with the exception of our partners’, licensors’, and other third parties’
trademarks and other intellectual property. United States export
control laws and regulations apply to this material, and you agree to
comply with such laws and regulations.
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Lab 0: Log in to the training environment

The training lab environment is separate from your other accounts. To access the training lab
environment:

1. Open a new browser tab.

2. Go to https://service.sumologic.com.

3. Enter training+analyst###@sumologic.com in the Email field. Replace ### with a
three digit number between 001 and 999.

4. Enter the Password provided to you by your instructor.
Note: The password changes monthly.

5. URLs can vary based on your setup or your sign-in credentials, so check with your

organization’s Sumo Administrator. You begin on the Home page experience.

For security and compliance reasons we change our passwords every month. Specifically on
the first Monday of the month. For this training, you need Analyst account and you can see
the password by following the steps below:
1) In your company’s Sumo Logic environment, log in to your Sumo account.
2) Click on the Home icon, then the certification tab, then the Get Certified button:
E = A

o

Grow and learn through Sumo Logic Certifications

Get your Sumo Logic Certifications! Our training site has learning materials, labs, tutorials, and exams for all of our certifications, whether
you are just beginning your education journey or gaining recognition for your advanced Sumo Logic skills. Over 10,000 users are certified!

e
' Al o

Increase the value of your skills Advance your careers Join the community

Learn how to convert machine data into continuous Demonstrate your knowledge and stand out in the Share your expertise and learn from your peers.

intelligence. crowd with hiring managers.

3) Click on the section - Become a Sumo Logic Expert
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Welcome to the Sumo Logic Training Portal

Ay ON|

Become a Sumo Logic Recorded Live Training
Expert

Attending an Instructor Led
session? find the supporting

Expand your knowledge and
materials here

become an expert on the
different areas of the Sumo
Logic Platform

4) You will then see the current password,

€ sumo logic

5T

Get Certified Get Support

Whether you're a new or Need assistance from the Sumo
experienced user, a Sumo Logic Learn Team? Check these tips
certification can help you on how to navigate throughout
demonstrate your skills in our our courses and exams, access
platform alab environment and more

I

To access the Training Lab Environment use the login credentials:

For: Fundamentals, Search Mastery, Cloud Security and
Kubernetes on Sumo Logic

email: training+analyst###@sumologic.com
password: Feb2022!

For: Administration and Metrics Mastery

email: training+admin###@sumologic.com
For password: please send an e-mail to
training@sumologic.com

### choose a number between 001-999, for example, training+analyst057@sumologic.com
New Passwords are generated on the first Monday of the Month

Note: The training environment is a shared, dynamic environment. The data is refreshed
and cleaned periodically. Other students can see the comments you make, so be careful
what information you share. The dynamic updates and activities of other students may affect
the data you see. Your experience will vary from one session to the next.

Happy learning!!!
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Lab 1: Data Collection

For this lab, we’ll show you how to identify a collector, source, and metadata already set up
in the environment.

Explore the data collected using Sumo Logic Ul

So as an Analyst, how do you know the data is ingested in the Sumo Logic app?
You need to use the Collection page to view all of your data, Collectors and Sources,

metadata, and so on.

In this lab, you will learn to:
o Navigate to Manage Data > Collection page
e |dentify metadata available
e Identify collectors
e |dentify sources
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To see what data is available to you:

1. From the left navigation pane, select Manage Data > Collection to access the
collection page.

# = &[8ocotcon

Collection

Q, Labs - Apache

show: All Callectors showunto: 10 collectars v Expand: All | No ¢ page:| 1 of1
Name Health Type Status Source Category Sources Last Hour Messages

= A 5 Source | Edi
¥ Labs - Apache @ Healthy Hosted 3 54242 Add Source | Edit | Delete

Apache Access ) ~
@ Healthy Labs/Apache/Access Regenerate URL | Show URL | Edit | Delete

3 AppCatalog

Apache Error

Manage Data Ui @ Healthy Labs/Apache/Error Regenerate URL | Show URL | Edit | Delete
Collection Nginx Error o
@ Healthy Labs/Noinx/Error Regenerate URL | Show URL | Edit | Delete
HTTE
Logs
¥ Labs - Apache Tomeat @ Healthy Hosted 3 Wh“”““”'“’“”*\ 12815 Add Source | Edit | Delete

Metrics
Apache Tomcat Access
@ Healthy Labs/Tomeat/Access Regenerate URL | Show URL | Edit | Delete

Meritoring HTTH

Apache Tomcat catalina.out

T — @ Healthy Labs/Tomeat/Catalina Regenerate URL | Show UAL | Edit | Delete
HTTF

oud SIEM Enterprise Apache Tomeat Garbage Colle..

@ Healthy Labs/Tomeat/GC Regenerate URL | Show URL | Edit | Delete

» Labs - apache-metric @ Healthy Hosted 1 None Add Source | Edit | Delete

2. On the top, you see a search field. This allows you to search for collectors and
sources by name or sourceCategory using complete keywords.
a. To match partial keywords use a wildcard. For example, use "Labs*".
3. For this lab, enter a complete keyword in the search field ‘Labs - Apache’, and click
Search or press Enter.

4. Expand the arrow to view details like collector name, health, status, sources, source
category and so on.
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Q  Labs - Apache

sumo logic

tup Wizard  JdhUpgrade Collectors Add Collector Access Keys Tokens

oW ollectors A ow up to collectors W xpand: All | None age. of 1
sh All Collect Sh pto: 10 collect Expand ¢ P 1 f
Name Health Type Status Source Category Sources LastHour Messages
¥ Labs - Apache @ Healthy Hosted 3 W 54,242 Add Source | Edit | Delete @)
ache Access
i @ Healthy Labs/ApachefAccess Regenerate URL | Show URL | Edit | Delete @)
HTTP
ache Error
Ap: @ Healthy Labs/Apache/Error Regenerate URL | Show URL | Edit | Delete 0
HTTP
Mginx Error
@ Healthy Labs/Nginx/Error Regenerate URL | Show URL | Edit | Delete @)
HTTP
v Labs - Apache Tomcat @ Healthy Hosted 3 i VY \l 12,815 Add Source | Edit | Delete )
Apache Tomcat Access
@ Healthy Labs/Tomcat/Access Regenerate URL | Show URL | Edit | Delete 0
HTTP
Apache Tomcat catalina.out
@ Healthy Labs/Tomcat/Catalina Regenerate URL | Show URL | Edit | Delete )
HTTP
ache Tomeat Garbage Colle..
" ? ® Healthy Labs/Tomcat/GC Regenerate URL | Show URL | Edit | Delete )
HTTP
» Labs - apache-metric ® Healthy Hosted 1 None Add Source | Edit | Delete )

Now, let’s see what each column indicates.

a. The Labs - apache collector is healthy.

Shows
i
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The Health of your collector is color-coded healthy.

The column shows error, and warning states for Collectors and
Sources so you can quickly determine the health of your Collectors
and Sources.

The type of collector is Hosted.

You can see the Type here, whether the Collector is an Installed or
Hosted Collector.

It has 3 sources configured.

From the Status, you get an idea of the status of Sources manually
paused by users.

Sources column, you can see the number of Sources configured
under a Collector.

SourceCategory is set up as labs/apache/access.

Source Category column displays the name of the configured Source
Category for this Collector or Source.

graph
Last Hour displays a graph of the total number of log messages
ingested per minute over the past hour.


https://help.sumologic.com/Manage/Health_Events#Collection_page
https://help.sumologic.com/Manage/Health_Events#Collection_page
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f. 10 log messages received
i. And the last column named Messages, you can view the total number
of log messages ingested over the past hour.

In addition to the Search field, you have a couple of drop-down selections to further filter
your results.

Can you adjust the columns displayed?
How many sources are added for each collector?
Do you see the source category set up for each Source?
Click the Show drop-down arrow? Which options do you see?
All,
Installed,
Hosted,
Running, and
e. Stopped Collectors.
10. Check what happens on clicking the Show up to drop-down?
a. It allows you to filter the number of results displayed.
11. Click Expand to expand or collapse the Collector's displayed Sources.

©x N

apow

Conclusion:

In this hands-on exercise, you learned how to access the Collection page and view the
details. You identified the collector, sources, and metadata.
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Lab 2: Apache data app Installation

Sumo Logic apps deliver out-of-the-box dashboards, saved searches, and field extraction for
popular data sources. They're the best way to start exploring a new data source on your
own.

In this lab, you will learn how to:
e |Install an app and view content
e Find and display shared content

Installing an App and Viewing Content

To install the Apache Access app:
1. Click App Catalog in the left nav.

App Catalog

2. Enter Apache in the search field, and press Return to show the matching apps.

App Catalog
apache ﬁ ﬁ
-_— W o =
All Categories /‘k'\ & %

3. Double-click Apache to open its app page, and click Add Integration.

Sumo Logic confidential
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Apache

by Sumo Logic

Community | Learn More

Add Integration

Clicking this button isn't the final installation. Instead it will launch a window with a
few options for the app.

Note: You might see this information message, highlighted in yellow. It is simply
pointing out that as an Analyst, you do not have the rights to create a collector. Since
the collector already exists in our lab environment, you can complete this lab.

Click Next.

o

Setup Data

Begin by Ingesting Your Data

" . . |
To begin, click on the link below for a step-by-step setup instruction. IR

What are Collectors?
Open Setup Doc

What are Sources?

Where do | go to Integrate my Collectors and

Sources?
A Skipping to the next step without installing the data will result in empty dashboards and queries
because there may be no data for Sumo Logic to parse.

If you have already set up your data, skip this step by clicking on Next.

1. You can name it something else if you want more than one copy of the app in
your personal folder, for example. For now, append your initials to the name
Apache_<your initials>

2. You can choose a data source or enter a custom data filter. For now, let's choose
from our existing data sources.

4. Forthe Apache Log Source, Select Enter a Custom Data Filter and type
webserver_system=apache. This assigns a keyvalue pair to pull all apache
incoming logs that contain this keyvalue pair.

Sumo Logic confidential
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° o et Back
Setup Data Configure Apache )

Select Data Source for your App

Apps are dependent on the Source Category metadata associated with your logs. This metadata s established
when Collectors and Sources are configured. If you already have collectors and sources setup, simply specify the log
source, select source category metadata and click “Next” to generate the App.

Apache Log Source Custom Data Filter
I Enter a Custom Data Filter

| |: webserver_system=apache

59, _sourceCategory=prod/logs

Folder Name

Apache_NLB

5. Click Next in the dialog box to confirm your selection.
The app is added to the library. Now you can share the app with others in your
organization so they can see the dashboards and saved searches for the Apache
Access app.

6. In the left navigation panel, hover over the Apache Access app to display its details
pane. Click the details icon to see the menu.

B Apache_NLB

7. Select Share from the menu.

Sumo Logic confidential
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sumo logic i = A

O] * B

S
Q

B Apache_NLB

Edit

Share

Save As
Move
Export
New Folder

Import

Delete

View in Library

8. Select Your organization, Access, and then click Share.

Share Apache_NLB Folder

Share with specific users and roles
Users and Roles

Your Entire Organization (Sumo Logic Training) [x)

View ) Cannot Grant Access (2]

Hide Advanced Options

Notify recipients by email

Manage

See who has access

Now others in your organization will see the Apache Access app when they select
the Org folder in the library.

9. Now that the app is created and shared, let's see what it contains. Click Personal on
the left navigation panel or on the Library page, and double-click the Apache folder.

Sumo Logic confidential
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10. The app includes a bunch of predefined saved searches and dashboards. To open a

dashboard, scroll down to the Apache - Overview dashboard, and double-click to
open it. Notice the panels that are already created for you.

Apache - Overview Allchanges saved Add Panel

Uptime Request Per Second Bytes Per Second

appdev02 localapache appdev02 localapache

app

peche _

webserver_farm

o 5 15

Visitor Locations 5xx Status Codes by Server Top 10 URLS with 5xx Errors

Sumo Logic confidential
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Find and display a shared dashboard

To see whether someone in your organization has shared Apache Access searches or
dashboards:
1. Select Library from the left navigation menu, enter Apache Access in the search field,

and press Return.

sumo logic

*

Q. Apache Access

B Apache Access

2. The search results include any matching saved searches or dashboards. In this case, the
search finds a dashboard that’s been shared by someone in your Org.

3. Click Apache Access and then click Apache - Overview to open the dashboard. The
dashboard contains the panels that the owner has set up to monitor Apache Access
messages in meaningful ways.

Apache - Qverview P r—— Add Panel

Uptime Request Per Second Bytes Per Second

appdev02 localapache appdev02 localapache

M
o

webserver_farm

o
s
@

I

Visitor Locations 5xx Status Codes by Server Top 10 URLs with 5xx Errors

4. If the dashboard contains the information you’re looking for, or something close to that,
great!

5. Inlab 6, you will learn how you can modify dashboards and the associated search
queries to tune your results.

Sumo Logic confidential
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Summary

Congratulations! You've completed these tasks:

1. Installed an app, shared it with others, and opened one of the dashboards included in the
app.

2. Searched for and viewed a dashboard that’s been shared by someone in your
organization.

Sumo Logic confidential
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Lab 3: Data Tier Exploration

Now that you know the collector is functional and successfully ingesting data in Sumo Logic,
you would like to see how the data is organized. As an Analyst, it is important to know how
the data is organized into data tiers, partitions so it helps to search that data easily.

In this lab, you will learn to:

Navigate to Manage Data > Logs > Partitions page
Identify partitions

Identify Data Tiers

Click +New > Log Search > Basic Mode

Viewing details about a Partition

Creating a partition allows you to improve search performance by searching over a smaller
number of messages. Use the Partitions page to view and manage partitions.

1. To access the Partitions page, click Manage Data > Logs > Partitions.

sumo logic B A& = cCollection £ Logs + New
© *
Search Partitions + Add Partition
Status T | Partition Name Routing Expression Storage Consu.. | Retention Period | Data Tier Data Forwarding
[] sumologic_default & 4240 GB 30 Continuous
] apache _sourcecategory="apach... 1249 MB 5 Continuous
[] Apache_Access1 _sourcecategory=labs/ap... 559.43MB 3 Continuous
2 App Catalog
[.] checkout_cont_llluminate... tier=continuous and _sou. 0008 7 Continuous
Manage Data
] checkout_inf_illuminate20 _sourceCategory=trainin. 0008 7 Infrequent
Collection
(] checkout_inf_illuminate27 _sourceCategory=trainin. 0008 30 Infrequent
Logs
[ Cloudtrail _sourcecategory=labs/a.. 18.26 GB 60 Continuous
Metrics
(] CSE_insights Harsh/insights 0008 30 Continuous
Monitoring
[] CSE_Records _sourceCategory=ascc/R... 0008 30 Continuous
1 Administr
(] CSE_Signals _sourceCategory=asoc/S... 256.24 MB o0 Continuous
] demo_billing_infrequent _sourceCategary=trainin. 0008 30 Infrequent
& Error sourceCateaorv="Anach... 34.22MB 2 Continuous

2. Review the first column, Partition Name. You can review the list of Partitions

available in your environment.

3. Review the respective Data Tiers from the column named Data Tiers.

Sumo Logic confidential
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Parsers Partitions

Field Extraction R

Q, Search Partitions

+ Add Partition

Status T Partition Name | Routing Expression Storage Consu... Retention Period Data Tier T | Data Forwarding
[ ] sumologic_default €3 4249 GB 30 Continuous -
(/] apache _sourcecategory="apach... 1249 MB 5 Continuous -
o Apache_Access1 _sourcecategory=labs/ap... 559.43 MB 3 Continuous -
o checkout_cont_llluminate... tier=continuous and _sou... 0.00B 7 Continuous -
o checkout_inf_illuminate20 _sourceCategory=trainin... 0.00B 7 Infrequent -
Q checkout_inf_illuminate27 _sourceCategory=trainin... 0.00B 30 Infrequent -
Q Cloudtrail _sourcecategory=labs/a.. 18.26 GB 60 Continuous -
Q CSE_insights Harsh/insights 0.00B 30 Continuous -
o CSE_Records _sourceCategory=asoc/R... 0.008B 30 Continuous -
Q CSE_Signals _sourceCategory=asoc/S... 256.24 MB a0 Continuous -

_— —_—

4. Click the row for a Partition to view its details.

Parsers

Partitions ed V

-+ Add Partition

Field Extractior

Search Partitions Apache_AcceSS‘E
Status T Partition Name Routing Expression m Decommission
(] sumologic_default € Name
Apache Accessi
Q apache _sourcecategory : err.
Q Apache_Access] _sourcecategory=labs/apache Data Tier
Continuous
Q checkout_cont_llluminate20 tier=continuous and _sourceC
Q checkout_inf_illuminate20 _sourceCategory=training/tra: Routing Expression =
_sourcecategory=labs/apache/access
Q checkout_inf_illuminate27 _sourceCategory=training/tra:
Retention Period {in days)
Q Cloudtrail _sourcecategory=labs/aws/cl 4
Q CSE_insights Harsh/insights
Status Storage Consumed
(] CSE_Records _sourceCategory=asoc/RECC & Enabled 559.4% MB
Q CSE_Signals _sourceCategory=asoc/SIGMN,
Data Forwarding
] dema_billing_infrequent _sourceCategory=training/tra Forward the data in this index to S3 bucket. Learn More (&
Data Forwarding not applied
] Error sourceCateaorv="Apache* E

Note that the information displayed for partitions that contain CSE Records varies from

Sumo Logic confidential
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other partitions. You can tell if a partition contains CSE Records from its name: The names of
the Sumo Logic partitions that contain CSE Records begin with the string

Sumo Logic confidential
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Searching Log Data using Basic Mode

1. Open a Log Search by clicking + New, then Log Search.

+ = O

Home | B |og Search

Metrics

2. Click the three-dot icon on the right of the Search page and select Basic Mode.

o-on KN < [}

Basic Mode

Cheat sheet [&4

3. The Basic Mode is like a query builder. You can see the input options to build your
first query.

Continuous

Let’s take an example scenario to build your first search using Sumo Logic.

In this lab, we'll investigate a potential ongoing outage on our Amazon Web Services (AWS)
Application Load Balancer (ALB).

1. For Data Tier, select Continuous. Live production logs are often kept in the
continuous tier. By limiting the tiers we search, our query will run faster and use fewer
resources, saving us time and money.

Sumo Logic confidential
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E @ Data Tier Continuous

Filters en All Data Tiers K

Continuous
Frequent

Infrequent

2. For Filters, select _sourceCategory, then start typing Labs/AWS/ALB until you see
it in the dropdown menu. This will search all the training lab data from our AWS
Application Load Balancer.

Bo Data Tier Continuous ndex
. (e L=

Filters _sourceCategory=labs/aw

Labs/AWS/ALE
Labs/AWS/ALB/Metrics

o

Labs/AWS/APIGateway/Metric

Labs/AWS/aws-billing
03/
Labs/AWS/CloudFront

Sumo Logic confidential
21



sumo logic

3. Next to the clock icon, select Last 24 Hours.

Last 15 Minutes

Relative Recent

Last 15 Minutes
Last 60 Minutes
Last 3 Hours
Last 6 Hours
Last 24 Hours

Today

Custom

4. Click the magnifying glass icon to start the search. Over 100,000 pages of log
messages appear. By default, each page contains 25 messages, so this is around

2.5 million logs.

Messages
Q, Search

Displayed Fields A

Time

Message

Hidden Fields

Collector
Size
Source

Source Category

Page: II\ of 106000 > > LogReduce LogCompare et

Time ©

03/17/2022

1:01:03.000 PM -0700

000 PM -0700

| Message [

http 2822-83-17T28:81:83 prod/sumologic-website-main/23445678981:
B.680257 B.851128 ©.68820867 384 481 2094 172 "POST https://elmagel
ip.org:443/json/v2/searchquery/2D1CD5BB15C49778/status?_=1465574
Mac 0§ X 18_6_7; en-us) AppleWebKit/533.21.1 (KHTML, like Gecko)
CAMELLIA256-SHA384 TLSv1.2 arn:aws:elasticloadbalancing:ius-east-
"Root=1-58337364-23aBc76965a2ef7629b185e67"

Host:54.69.66.234 » HName:Http Input~ Category: Labs/ANS/ALE =

wss 2622-83-17T28:81:83 prod/sumologic-backup-v2/123456789812345
8.687197 0.338477 6.6800247 384 2808 1387 1857 "GET https://stag-
www.sumologic.net:443/json/v1/content/dashboard/recent?limit=18&
6.2) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/28.8.1467.8 S
arn:aws:elasticloadbalancing:us-east-1:dev:targetgroup/Prod-APL/|
23a8c76965a2ef7629b185e148”

Host:54.69.66.234 = HName :Http Input = Category:Labs/AWS/ALB «

In this example, approx. 106,00 pages appear, though the exact number may vary.
There’s a lot of information here to start an investigation! We’ll sort these and drill

down further in the next labs.

Sumo Logic confidential
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5. Click the three dot icon to the right of the query builder, then select Advanced Mode.

@-zah“{} = B :

Advanced Mode

Cheat sheet &)

Edit...
]

9:00 AM Save
0317720221

Save As...
Switch t

A traditional SQL-like query is built from your dropdown selections. If you run this
query, the same results should return.

B ) _dataTier=continuous _sourceCategory=Labs/AWS/ALH

Congratulations!
You've built a simple query using Sumo Logic’s Basic Mode search, then converted it
to an Advanced Mode query.

Sumo Logic confidential
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Lab 4: Data Searching

In this lab, we’ll show you how to use the Search page to search for, parse, and aggregate
log data, and save the results.

1.
2.
3.

Build a query in Basic mode.
Parse and aggregate the results.
Save the search results.

Build a query in Basic Mode

From lab 1, you know that you have access to Apache Access data. Let’s search for log
messages within that source category that include the keyword GET.

1.

2.

4.

If the Search page isn't already open, click +New on the top tab bar, and select Log
Search. By default, Advanced Mode opens. You need to switch to Basic Mode.

In the query area, select the following:

Data Tier as Continuous

Index as Apache_Access1

Filters as _sourceCategory=Labs/Apache/Access

keyword as GET

Keep in mind that keywords are not case sensitive.

=Ny 1 Tier Continuous Apache_Access] X

ers @ _sourceCategory=Labs/Apache/Access X

You can select a pre-configured time range from the drop-down menu, enter a
relative time range such as -1d to -12h, or enter an absolute time range, such as
3/08/2022 11:00 AM to 3/08/2022 11:00 PM. For our purposes, let's select Last 60
Minutes from the drop-down menu.

Click Start to execute the search and display results. In the Messages tab, notice
that the keyword GET is highlighted, and the number of pages found is displayed.

Sumo Logic confidential
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go b Tier Gontinuous ndex Apache_Accessl X @ -60m “ o PR

Filters @ _sourceCategory=Labs/Apache/Access X

2 ki s i e e et i 5
7 M 7:45PM B M B: A

28/07/2022 7:28:14 PM +0530 STATUS: Done ELAPSED TIME D0-00:03 RES SION: 7E2E41EA143B8BY7 LOAD. @ 28/07/2022 B:28:14 PM +0s30  Hide
Messages
Q Searc < -OHZST > » LogReduce LogCompare ~
# | Source Source Category 1 | Message ‘
Displayed Fields =
Apache Access Labs/Apache/Access 14.47.165.89 - - [2022-67-28 14:57:14.877 +8008] "GET / HTTP/1.1" 280
9869 “http://www.google.com” "{) { :; }; /bin/ping -c 1 18.18.8.69" "
() { :; }; /binfping -c 1 18.7.8.123"
Time
ostapache-prod « e Http Input =~ Cat y:Labs/Apache/Access «
Source

Apache Access Labs/Apache/Access 49.212.135.76 - - [2022-87-28 14:57:14.877 +B080] "GET / HTTP/1.1"
288 1942 "http://www.google.com” "() { :; }; /bin/ping -c 1
18.18.8.69" () { :; }; /bin/ping -c 1 18.1.8.123"

Source Category

Message
ast:apache-prod = MName:Http Input = O v :Labs/Apache/Access =
Hidden Fields
3 Apache Access Labs/Apache/Access 49.212.135.76 - - [2022-87-28 14:57:14.877 +8008] "GET / HTTP/1.1"
W 40530 200 4868 “http://www.google.com” “() { :; }; /bin/ping -c 1
18.18.8.69" "() { :; }: /bin/ping -c 1 18.1.8.123"
Collector
ost:apache-prod » Mame:Http Input = y:Labs/Apache/Access +
Size
Apache Access Labs/Apache/Access 169.107.162.237 - - [2022-87-28 14:57:14.877 +8008] "GET / HTTP/1.1"
Source Host M 40530 2088 2374 "http://www.google.com” “() { :; }; /bin/ping -c 1

Source Name 18.18.8.69 () { :; }; /bin/ping -c 1 18.1.8.123

Parse the messages

Parsing makes search results much easier to scan and interpret. Let’s parse the log
messages for the information that follows the GET and build a new query. We'll parse for
URL, status code, size, and referrer. (Your first search result may not be exactly the same,
but that's OK.)

1. In the first result message, select/highlight GET and everything after that, including
the URL, the status code, the size, and the referrer. After highlighting, right-click the
highlighted text. From the menu that appears, select Parse selected text.

l

Messages Switch to Classic Table *
> Pzge:\IIoHZST > 3  LogReduce LogCompare v Expand All £F
# | Time [ \ Source \ Source Category \ Message |
Apache Access Labs/Apache/Access 14.47.165.89 - - [2022-87-28 14:57:14.877 +0080] “GET / HTTP/1.1" 2088 9BEN "he+n - tidi annaia aami 10y
M +0530 { =3 }; /bin/ping -c 1 10.18.8.69" "() { :; }; /bin/ping -c 1 10.1.8.123"|  Copy Selected Text

ost:apache-prod ~ Name:Http Input = Category:Labs/Apache/Access =

Apache Access Labs/Apache/Access 49.212.135.76 - - [2822-87-28 14:57:14.877 +@0@8] "GET / HTTP/1.1" 288 19
M +0530 () 4 :: }: /bin/ping -c 1 16.18.8.69" "() { :; }; /bin/ping -c 1 18.1.0.1

Add selected text as AND

ost: he-prod ~ Name:Http Input = Category:Labs/Apache/A -
ARBShazRRY iisha & i Add selected text as AND NOT
Apache Access Labs/#Apache/Access 49.212.135.76 - - [2022-87-28 14:57:14.877 +00@0] "GET / HTTP/1.1" 208 48
1 () { :: }; /bin/ping -c 1 18.1@.8.69" “() { :; }; /bin/ping -c 1 1@.1.8.1]  Add selected text as OR
ost:apache-prod v Name:Http Input v Categery:Labs/Apache/Access ~ Add selected text as OR NOT
2 Apache Access Labs/Apache/Access 169.187.162.237 - - [2822-87-28 14:57:14.077 +68@8] “GET / HTTP/1.1° 288 | .
. o Launch In ServiceNow >
PM +0530 “() { :; }; /bin/ping -c 1 1@.18.8.68" () { :; }; /bin/ping -c 1 18.1.8.
ost:apache-prod ~ Name:Http Input ~ Category:Labs/Apache/Access »
5 Apache Access Labs/Apache/Access 178.233.188.114 - - [2822-87-28 14:57:14.077 +68@8] “GET / HTTP/1.1° 28@ 1938 “http://www.google.com”
M +0530 () { t; }; /bin/ping -c 1 10.18.8.69" () { :; }; /bin/ping -c 1 19.1.8.123"
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2. The Parse Text dialog opens. This is where you can select text to be parsed and
replaced by fields. The fields are added to the search box to build your search query.
3. Highlight the URL and select Click to extract this value.

4. In the Fields box, enter URL and a comma to separate the values.

Select the text to parse, then click the action popup.

“GET # HTTP/1.1° 288 378@ “http.//www.sumologic.com

Fields

Gancel m

5. Next, highlight the status code 200 and select Click to extract this value.

6. Inthe Fields box, add status_code and a comma. Following best practices for
naming, use an underscore to connect the words to name the field.

7. Next, highlight the file size and select Click to extract this value.

In the Fields box, enter size and a comma.

9. Finally, highlight the referring URL, but not the quotation marks that surround it.
Select Click to extract this value.

10. In the Fields box, add a referrer, and click Submit.

11. The parsing information has been added to our query. You could have typed into the

search box yourself, but using the Parse Text dialog is an easy way to build a query
without having to remember the syntax.

oo

Remember that you can run this query ONLY in Advanced Mode.
So now our query is:

sourceCategory=Labs/Apache/Access and GET

| parse "\"GET * HTTP/1.1\" * * \"*\" " 35
url, status code,size, referrer

v _sourceCategory=Labs/Apache/Access and GET
parse "VGET ®= HTTR/1.1%" % = \"%\" " as url, status_code, size, referrer

12. Click Start to run the query.

13. In the Messages pane, notice that the fields that you parsed are now extracted from
the raw messages: referrer, size, status_code, and URL. The Message text is still
available as well.
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Messages

Display Fields

o Time Time
a referrer

a size

2 status_code

2 url

a Message
Hidden Fields

a Callector

2 method

Save the search

Page: 1 of829

referrer

LogReduce LogCompare v

http:/ fwww.bing.com/search?q=SIEMEsrc=IE-

) SearchBox&FORM=IE11SR

http:/ fwwa.sumologic.com

7725 56

6650 500

size tus_code] Jurl

testimonials/ref=vfgb_sdsd_4

Lists/b/ref=sva_videos_27ie=UTF

sumo logic

Message

22:44:46.225 +80808]
1.17 588 7725

like Gecka) Chr 9
Host 52.5.127.200 lame: Http Input
jory Labs/Apache/Access

AppleWebKit ML, like Gecko) Ve
safari/533 9
Host: 52.5.127.200 lame: Hetp Input

10rv | aha/Anache/Aresss

Before going any further, let's save the search so you can easily return to it later.

N

Click the More Action icon, then click Save As.

2. Enter a name for your search. We entered Apache Status Codes. The description is
optional. Notice that the query and time range are filled in automatically. You can
change either of them when saving the search if you want to.

3. By default, the saved search is added to your Personal folder. You can select one of
the subfolders that’s listed, or click + New Folder to add a new subfolder.

4. Click Save to save your search and add it to the library. Notice that the name is also
shown on the top tab bar.

Summary

Pat yourself on your back! As you completed this lab successfully, you

1. Created a search query.
2. Parsed the message so they’re easier to scan and interpret.
3. Saved your search.

In the next session, you'll add to your query, chart some results, and create a dashboard.
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Lab 5: Data Monitoring

Now that you know how to search through data and understand your data, we can create an alert.
Alerts allow you to monitor trends in your data.

For the purposes of this lab, let's create an email alert. To do that we'll schedule the search we just
created.

Create an email alert

1. In the Apache Overview dashboard, go to the Visitor Locations panel, click the details

icon I and select Open in Search as shown below:

Apache - Overview

Visitor Locations - 5xx Stat

Open in Log Search

Info

2. Let's select our Visitor Locations Search tab.
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sumo logic # = & £ collection B Apache - Overview I Visitor Locations m
webserver_syst. webserver . t webserver_farm=* _sourceHost=% HTTP

| json

log" nodrop | if (_raw matches "{*",
e regex field=mesg "

log, _raw) as mesg

(2<sre_ip=\d{1,310.\d {1,311 \d{1,3}\.\d{1,3})" nodrop

esg "(?<method=[A-Z]+)}\s(?<url>AS+)\sHTTPA/[\d\. ]+[\\n]*\"\s(?<status_code>\d+)\s(?=sizex[\d-]+)
regex field=mesg '(?<method=[A-Z]+)\s(?<url>\S+)\sHTTPY/[\d\. ]+[\\n]*\"\s(
<referrers.#2)\"\s\" (7<user_agent>.+7)\" .*" nodrop

| count by src_ip

| where tisBlank(sre_ip)

| lookup latitude, longitude, country_cade, country_name, region, city, postal code from geo://location on ip =
| where tisNull(latitude

nodrop
atus_code=\d+)\s(?<sizex>[\d-]+)\s\"(?

sre_ip

835 PM

8:50 PM

© 20/07/2022 81211 PMt0 2.. “ o B R

20/07/2022 81211 PM +0530

STATUS: Dene El

EDTIME: 00:00:02 RESULTS: 34,035 SESSION: 03BSABICSFEEF222 LOAD: @

Messages

Aggregates Switch to Classic Table o
Page:\:|nf1 Time Compare v th ih £+ Add to Dashboard
# | seipm | _count country_name [ country_code & | city region postalcode & | |
1 78.235.33 .64 952 France FR Rognac Provence-alpes-cote D'azur 13348 43.48768 5.23412
2 158.69.196.112 1,391 Canada CA Montreal Central Canada h2y 237 45.58208 -73.56281
[ ]
H
and click on the More Actions icon [ then click Save As.

A Apache - Overview B Visitor Locations

sumo logic # | & | A& | S collection

Bo o

@ 20/07/2022 81211 PMto 2. “

webserver_system=apache webserver_system=apache webserver_farm=* _sourceHost=* HTTP

2 | json "log" nodrep | if (_raw matches "{*", log, _raw) as mesg
3 | parse regex field=mesg "*(?<sre_ip>\d{1,3}\.\d{1,3}\.\d{1,3}\.1d{1,3})" nodrop
4 | parse regex field=mesg '(?<method>[A-Z]+)\s(2<url>\5+)\sHTTPA/[\d. 1+[\in]*\ "\s(?

<status_code=\d+)\s(?<size>[\d-]+)" nodrop
5 | parse regex field=mesg "(?<method=>[A-Z]+)\s(2<url>\S+)\sHTTP\/[\d\. J+[\in]*\"\s(?

<status_code>\d+)\s(?<size>[\d-]+)\s\" (?<referrer>.*?)\"\s\"(?<user_agent>.+2)\".*" nodrop
6 | count by sre_ip
7 | where !isBlank(src_ip)
8 | lookup latitude, longitude, country_code, country_name, region, city, postal_cede from
geo://location on ip = src_ip
9 | where !isNull{latitude)

o@nﬂ

Basic Mode
Cheat sheet
Edit

Save

”

830 PM
20/07/2022 8:12:11 PM +0530 STATUS: Done ELAPSED TIME: 00:00:02 RESULTS: 34,035 SESSION: D3BSAB3CSFEEF222 LOAD @ 20/07/20229
Messages Aggregates Switch to
Page:\Ilnﬁ Time Compare h B = 0h /& uw € H 9 m o
# ‘ sicip & | _count country_name country_code 7 | city ‘ region [ | postal_code 1 ‘ lati
1 78.235.33.64 952 France FR Rognac Provence-alpes-cote D'azur 13348 43

3. Let's keep the default settings, and click Schedule this Search.
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Save [tem

Marme*

Visitor Locationg

Description

Query®

webserver_system=apache webserver_system=apache webserver_farm=%
_sourceHost=* HTTP

| json "log" nodrep | if (_raw matches "{*", log, _raw) as mesg
| parse regex field=mesg "*(7
=gre_ip=\d{1, 3. Ad{1, 33 Nd{1, 350 .0d1,3})" nodrop

| parse regex field=mesq "(?=method=[A-2]+)\s(?
<url=\S+)YsHTTPY/ [Nhdbh . J+[Vin]*\"\vs( ?<status_code=\d+)}\5( ?<size>
[4d-1+)" nodrop

| parse regex field=mesq "(?=method=[A-2]+)\s(?

<url=\S+) Y sHTTPY/ [Nhdh . J+[Vin]*\"\s( ?<status_code=\d+)}\5( ?<size=
[4d-1+)4s\"{?<referrer=.%?)\"\s\" [ ?<user_agent>.+7)\".*" nodrop
| count by sre_ip

| where !isBlank({src_ip)

[ | ] 9 eada a T I . " ]

4. Next, select Every 15 minutes as the Run Frequency.
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Save [tem

Never

Real Time

Every 15 Minutes
Hourly

Every 2 Hours

5. You will see the options for alerts in the Save Item window.
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Save [tem

Run frequency *

Every 15 Minutes ~

Time range for scheduled search
Last 3 Hours

Timezone for scheduled search

(GMT-08:00) America/Los_Angeles (includes DST) ~
Send Notification *

Every time a search is complete v
Alert Typex

Email -

Send email on failure to search owner.
Recipients *

happy_sumo_user@sumologic.com

Email Subject *

$SearchMame $FireTime SNumRawResults

Include in email:

@ Search Query
@ Result Set
@ Histogram

. Results as a CSV attachment (max 5MB or 1,000 results)

=

6. Set the following fields:
a. Run Frequency. Every 15 minutes. The search will run every 15 minutes at :00,
15, :30, and :45
b. Time range for scheduled search. Let's set this for Last 3 Hours.
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c. Timezone for scheduled search. This option is great when your source logs are in
another timezone but for now, let's leave this at GMT-8:00.

d. Send Notification. Select Every time a search is complete. You will get an email
with search results every 15 minutes based on the selection you made in Run
frequency.

e. Alert Type. Select Email.

f. Send email on failure to search owner. This option is selected by default, but let's
unselect the option for this tutorial.

g. Recipients. Put your own email address. Don't copy my
happy sumo_user@sumologic.com address.

h. Email Subject. Let's use some variables to make the subject meaningful to you:

{{SearchName}} {{FireTime}} {{NumRawResults}}

i. This will give you a subject line with the name of the saved search, the time that the
search ran, and the number of raw messages returned by the search.

j- Include in email. Choose Results as a CSV attachment to get a CSV file of the
results to go with your alert. (The maximum CSV file size allowed is 5MB or 1,000
results. )

7. Click Save.
Soon, you should see your first email alert:
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Search Results: Visitor Locations 2021-05-3113:33:00 EDT 8476 inbox x

Sumo Logic

to

me ¥

& 1:33 PM (34 minutes ago)

Saved Search

Visitor Locations

Search String

Time Range

_sourceCategory = * webserver_system=apache webserver_farm="_sourceHost=*
HTTP

| json "log” nodrop | if (_raw matches "(*", log, _raw) as mesg

| parse regex field=mesg "A(?<src_ip>\d{1,3)\\d{1,3)\\d{1,3}\\d{1,3})" nodrop

| parse regex field=mesg "(?<method>[A-Z]+)\s(?<url>\S+)\sHTTPV[\d\. [+ [in]*\"s(?<
status_code>\d+)\s(?<size>[\d-]+)" nodrop

| parse regex field=mesg "(?<method>[A-Z]+)\s(?<url>\S+\sHTTPV[id\. J+[\n]*\"s(?<
status_code>\d+)\s(?<size>[\d-]+}\s\"(? SNV (P<user_agent> +2)0" "
nodrop

| count by src_ip

| where lisBlank(src_ip)

| lookup latitude, longitude, country_code, country_name, region, city. postal_code
from geo:/flocation on ip = src_ip

| where country_name = "United States"

| where lisNull(latitude)

05/31/2021 01:15:00 PM EDT fo 05/31/2021 01:30:00 PM EDT

Run Frequency

Every 15 minutes

Notification Threshold

N/A

Run At

05/31/2021 01:33:32 PM EDT

Scheduled By

John Merideth <jmerideth@sumologic.com>

(View results in Sumo Logic)

05/31/2021 1:15:00 PM EDT 05/31/2021 1:30:00 PM EDT

Result Set
Displaying 8 out of 8 or more results. Click here to view full results in Sumo Logic.
# | Count | city country_code |country_name |latitude |longitude |postal code |region src_ip
1 728 Secaucus | US United States | 41 -74 07094 Mid 65.98.119.36
Atlantic
2 |159 Ashburn us United States 39 -7 20147 Mid 52.87.131.108
Atlantic
3 845 San Jose |US United States | 37 -122 95122 Southwest | 17.233.159.60
4 |73 Council us United States | 41 -96 51501 Midwest 104.197.246.138
Bluffs
5 | 357 - us United States | 38 -97 " 19.174.45.8
6 222 Center us United States |41 -5 18034 Mid 147.106.118.104
Valley Atlantic
7757 New York | US United States | 41 -4 10271 Northeast | 169.107.162.237
8 224 Tucson us United States | 32 -1 85721 Southwest | 128.196.108.201

B Visitor Locations_2... 4

4. Reply ®» Forward

sumo logic
& U

o~

And, also a CSV file named with the search name and timestamp:
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Visitor Locations_2021-05-31T10:33:00.000-07:00_aggregate

File Edit View Insert Format Data Tools Add-ons Help

SN - 100% ~ $ % 0_ 00 123~ Arial -
Al - Count
A B @ D
1 Count icity country_code country name latitude
2 728 Secaucus us United States
3 159 Ashburn us United States
& 845 San Jose us United States
5 73 Council Bluffs  US United States
6 357 us United States
7 222 Center Valley US United States
8 757 New York us United States
9 224 Tucson us United States

1

E

sumo logic

w B o

Last edit was seconds ago

v +~ B I S

~

F

longitude
41
39
37
41
38
M
41
32

-74
77
122
-96
-97
-75
-74
-1

A & H =

G H
postal_code region
7094 Mid Atlantic
20147 Mid Atlantic
95122 Southwest
51501 Midwest

18034 Mid Atlantic
10271 Northeast
85721 Southwest

src_ip
65.98.119.36
52.87.131.109
17.233.159.60
104.197.246.138
19.174.45.8
147.106.118.104
169.107.162.237
128.196.108.201

8. To turn the alert off, open the corresponding query in the Search view, select Edit, then

Edit this Search's Schedule:

[ count by latitude, longltude,

| sert _count

countiry_code, c

1O M9NT R 1 -9/:-34 PR DTN

9. Select Never from the Run frequency dropdown selector, and Update to confirm the

changes:

Edit Search

Run frequency *

MNever
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Lab 6: Data Visualization

Dashboards are a powerful forensic tool that allow you to visualize key search results at a
glance and view related results in a single graphical display.

Dashboard allows you to view log and metric data on the same dashboard in an integrated
and seamless view. This gives you the same control over how your metrics and log data are
visualized. Dashboard template capabilities provide for easier data scoping and intuitive
chart creation.

In this lab, you will learn how to:
e Create and modify a dashboard.
e (Create a panel and add it to a dashboard.
e Modify content of the panels from your dashboard.

Create a Dashboard

In this lab, you create a Dashboard, to which you will add panels and customize charts in
later steps. You can use the +New button or create a Dashboard directly from the Log
Search, Metrics page.

To create a Dashboard:
1. Onthe Home page, click + New.

sumo logic a =

Home Learn Certification

@ * (2] -]

2. Select Dashboard from the drop-down list.
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- =

Home B |ogSearch

Metrics

E I Live Tail

Explore

B Dashboard

Recently Opened Dashboards

3. Select the Dashboard text field at the top of the window and enter a unique name
for your new dashboard.

Dashboard I

4. Let's name it ‘Apache <yourname> Status’. After you enter the dashboard name, the
dashboard will be automatically saved to your Personal folder. If you don’t see it
listed immediately then you may need to refresh your browser page to have it appear.

5. You can then choose to move your new dashboard to, say, your Apache folder by

clicking on the details icon I , selecting Move from the pop-up menu presented and
then following the prompts presented in the dialogue.

Add a ‘Time Series’ panel

Now that you've created a new Dashboard, you can populate it with panels that visually
display your data. This task shows you how to add a panel to your new dashboard and
customize the display.

To add a panel to a new Dashboard:
1. Select a panel type ‘Time Series’ by clicking the icon. See choosing a panel type for
details.
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Untitled panel

PRRE:

2. You will be prompted to provide a query. You can create Log and Metric queries on
the same panel.

3. By default, the query builder is set to Logs.

4. Let’s enter the search query in the input field, set the Time Range to -24h and press
enter.

_sourceCategory=Labs/Apache/Error AND ("cannot open lock
file" OR "File does not exist" OR "unable to check htaccess

file"™ OR "file permissions deny server access")
| timeslice 10m

| count by timeslice

_sourceCategory=Labs/Apache/Error AND ("cannot open lock file" OR "File does not exist" OR "unable “

to check htaccess file" OR "file permissions deny server access")
#A 8 | timeslice 16m

| count by _timeslice

Chart

Apache Ei Fill .
pache Error Files Panel Settings
300

B @ 3B
250

Time Series Categorical Single Value Honeycomb

&

200

count

50 Map
Chart Type
100 Line
50 Visual Settings
50
Color Palette
0 [ ]
1 0 ) 21:00 00:00 Sep 12 03:00 6:00 09: 12:0 . - -
® _count Display Type

Sumo Logic confidential

38


https://help.sumologic.com/05Search/Search-Query-Language

sumo logic
6. Assign a name to the new panel. For this example query, let’s call the panel "Apache File
Errors"
7. Click Add to Dashboard. The panel is added to the dashboard.

Change the look and feel of the dashboard

1. Try adding the text panel next to the time-series panel.
2. With the Dashboard open, click the Add Panel button.

o15m 3 %

3. Choose Text as the Panel Type.
4. The Text Editor and Visual Settings are displayed.

Text Editor Visual Settings

Font Size
Untitled
20 =

Write down context for your dashboard - )
Vertical Font Alignment

Top

Heorizontal Font Alignment

Left

Supported Markdown

a. Input your Text or Markdown syntax in the Text Editor pane. See Markdown
Syntax for details on what is supported.

b. The Visual Settings options allow you to adjust the font, colors, and alignment of
your data.

c. Atitle is optional, you can toggle its visibility in the Panel Details covered in the

next section.
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5. Next, to set a Title, select the General menu icon to open the Panel Details pane.

Text Editor Panel Details o
. Chart Title
Untitled
Untitled
Write down context for your dashboard Title Font Size
14
BEn 1
@ Show Title
Supported Markdown
a. Atitle is optional. Use the toggle switch labeled Show Title to set if the title is
displayed. If desired, enter a title and set the font size.
6. The Panel Preview section displays your text panel based on your settings.
Apache-sm_statusCode Important Sections Cancel
Text Editor Visual Settings
Important Sections Font Size o
20
1. Alpha
2. Beta Vertical Font Alignment
3. Charlie Top
:;;:’m"\ Font Alignment
Supported Markdown |
Panel Preview Background Color
Important Sections
1. Alpha
2.Beta
3. Charlie

When you're done, click Add to Dashboard at the top of the window.

If the panel is set to show its title then you can drag the panel by clicking and dragging
the panel title. If the title is hidden then you need to point your mouse at the top left
corner to show the multi-arrow icon. That’s your signal that you can drag the panel to
reposition it.

9. Let’s resize the text panel so it’s easier to see. Drag the lower right corner of the panel to
resize it. As before, you might have to reposition both panels to arrange the panels in
your dashboard so you can see the most valuable information at a glance.
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Apache-sm_status A5m

Apache File Errors -24h Important Sections

APIAAAAINA A A A A AR

2.Beta
3. Charlie

count

@® _count

10. Click the More Actions (three dots) icon to the left of the Add Panel button.

-15m b d Add Panel

Favorite

Switch to Dark Theme
Create Stack Linking
Export

Save As

11. Select Switch to Dark Theme to change the dashboard to the dark theme.

Apache-sm_ status AlciEsEs Add Panel

Apache File Errors Important Sections

1. Alpha
2. Beta
3. Charlie

04:00 Sep 12

Modify your dashboard

Now that you know how to create a dashboard and change the look and feel, let's see how
you can change the content of the data panels.

Let’s start with the Apache Overview dashboard, which is included in the Apache Access
app.
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1. In the left navigation panel, click Apache - Overview in your Personal folder.

Apache - Overview A r— Add Panel

Uptime Request Per Second Bytes Per Second

localapache appdev02 localapache

=
-]

webserver_farm

Visitor Locations 5xx Status Codes by Serve Top 10 URLs with 5xx Errors

Notice that the Visitor Locations panel includes all worldwide locations. Let's change the
panel to zero-in on the U.S. locations.

2. In the Visitors Locations panel, click the details icon , then click Edit to show the
search that was used to generate this panel.
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Visitor Locations 5xx Status Codes by

Open in Search
Info

Edit

Duplicate

Delete

@ 4xx Status Codes by

The page includes all the information for the search, including the query and the chart.
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Visitor Locations Cancel Update Dashboard

country_name, region, city

Chart
Visitor Locations From Dashboard (-60m)

Visual Settings

Chart Type

Cluster

3. Now you can modify the query to zoom on the U.S. portion of the map. Add a soft return
(hold shift + return) right after the lookup line, to specify the country:

| where country name="United States"

4. Click Search or hit Enter to run the query. The results chart now shows just the United
States.

Chart

Visitor Locations From Dashboard (-60m)

. Saint Paul
.

Jackson
.

Detroit
.

@ Ch\mgu.

Las Vegas
.

Los Angeles
.

5. To show the modified panel in your dashboard, click Update Dashboard.
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Visitor Locations Cancel Update Dashboard

6. You will now see the dashboard with the updated panel.

Apache - Overview TPE— Add Panel

Visitor Locations 5xx Status Codes by Server Top 10 URLs with 5xx Errors

4xx Status Codes by Server

Now that you know how to move between the dashboard and the Search tab, you can adjust
any of the search settings for a dashboard panel.

Good job! You've completed the following tasks:
1. Created a dashboard from your search results

2. Added a panel
3. Changed the look and feel of the dashboard.

Moving on to the last lab, you'll learn about the number of resources and stay connected
with the Sumo Logic community.
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Lab 7 — Get help
Get Help with Sumo Logic

Now that you know the basics, you can focus on using Sumo Logic to get the results you
want from your data.

But when you have a question, you can reach out to us in a number of ways.

Check out the Release Notes

Search DocHub

Visit the Learn Page

Post a question on the Sumo Logic Community
Try our Customer Slack channel

Contact Support

Check out the Release Notes

Using Sumo day to day you will find most of the updates you need in the Service Release
Notes. These release notes cover all the Sumo features and fixes that impact your data
analytics.

There are also Collector Release Notes that cover updates to our data ingest tools. Usually
these updates are of more interest to Sumo admins.

To find the Release Notes, choose the Release Notes link from any DocHub Page:

SUPPORT | RELEASE NOTES | COMMUNITY

Search DocHub

DocHub contains hundreds of articles on how to use Sumo. Let's look for Apache Access
app documentation.
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sumo logic
1. In the search bar for DocHub, enter "Apache app".

sumo logic R —

2. The Help results for returns several links, let's click the top one Apache App
Dashboards.

Help results for

“Apache App”
Searching in Refine results by selecting a filter.
—
—
p—
—
Install Apache App and view the Dashboards 0 &

httpsy/help. sumologic.comy/07 Sumo_Logic_Apps/24Web_Servers/ApachesApache-App-Dashboards
The Sumo Logic Application for Apache consists of predefined searches and Dashboards, providing visibility
into your environment for real-time or historical analysis.

[a] Apache_App_GeneralDashboard.png in Media Repository

https:#help. sumologic.com/Assets/Media_Repository

3. Click Apache App Dashboards, help will take you to the descriptions of the out-of-the-box
Dashboards for Apache.

Visit the Learn Page in Sumo

Find out more about Sumo by clicking Learn from the Home page. Learn is designed to help
you discover Sumo resources quickly by providing direct links to:

Important how-to videos

Tutorials on setting up and using Sumo for the first time
Support ticket interface

Product documentation
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e Available training webinars
e Cheat Sheet
e Sumo Community
e What's New page with the latest product announcements

# | = | 2appcata. | B worldwide | E3Apache-.. | EApache B search Saccont | & collection | Bcoogles.. | ElApachea. | HlApaches. | Elapaches. | Eseacns | Elseacns | (IS :

Recently Opened Dashboards Recently Run Searches

B Ao B Apache Status Codes by HZ

8 FilipA B _sourceCategory=Labs/Apache/Access and GET | parse "\'GET * HTTP/1.1\" * * \"\" " as url status_code size referre.
B NiklasEklov B _sourceCategory=Labs/Apache/Access and GET | parse "\"GET /*/1.1\" * * \"\™ as url,status_codesize referrer | wh.
B Apache - Error Overview B Filip Search Query

5 Apache - Overview B _sourceCategory=Labs/Apache/Access and GET | parse "\'GET /*/1.1\" * * \"*\" as url status_code,size referrer | wh.
[ Apache - Overview B _sourceCategory=Labs/Apache/Access and GET | parse "\'GET * HTTP/11\" * *\"\" " as url status_codesize referre.
A Apache - Overview B _sourceCateqory=Labs/Apache/Access and GET | parse "\'GET /*/1.1\"* * \"*\" as urlstatus_code size referrer | wh.
Recommended Dashboards ~ @ Pinned Searches

B8 Zscaler - Behavior B3 visitor Locations from US

A cisco Firewall Detail 3 Unnamed

B MysaL Slow Queries E3 sumo_search_1

Post a question on the Sumo Community

Our Community is the best way to find help for Beta Features and answers to puzzling
questions, but you can also find templates to help you use Sumo more effectively. The
Query Library is a series of posts available in the community that give you basic query
templates to help you search Sumo more effectively.

1. Go to the Sumo Community.

2. Select Query Library.

3. All the posts here list available queries. Let's pick one to help you with your Apache
Access data from the previous tutorials. Select Identify the top 10 source IP addresses
by Bandwidth Usage.
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Example of normalization for multiple data sources

Geoff Poer - 11 months ago

Top 10 Countries and related Number of Users

Mario Sanchez - b days ago - Edited

Top 10 IP Addresses by Timeslice

Mario Sanchez - 5days ago - Edited

Are my Collectors ingesting data

hario Sanchez - 5days ago - Edited

Parsing Mon-Structured Fields

Vario 5 7z - Sdays ago dited
Mario Sanche 5 days ago - Edited

Identify the top 10 source IP addresses by Bandwidth Usage

Mario Sanchez - 11 menths ago

4. You can copy the query template and create a new search:
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Sumo Logie Support = Community > Query Library

|dentify the top 10 source IP addresses by [ Flow
Bandwidth Usage

&= Mario Sanchez @
o 11 months ago 0

Use this query template to sum all bytes used by Source IP. You can easily replace Source IP by user, country, or any
other field you want to group by.

_sourceCategory=Apache/Access
| sum{size) as total_bytes by src_ip
| top 1@ src_ip by total_bytes

OIOIOJC)]

Try our Customer Slack channel

Need to talk to an expert? Most of our developers make themselves available on our
customer-facing Slack channel. Slack is a very popular chat channel, and if your question
isn't time-bound:

1. Register for the channel at slack.sumologic.com
2. Log in and join us

Most of the time we're able to respond quickly to your question.

Log a Support Ticket

If you need an answer to a time-bound question, log a Support ticket.
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SUmo IOgIC SUPPORT DOCUMENTATION TRAINING IDEAS COMMUNITY  SUBMIT A REQUEST | SIGN IN |

Submit a request

Please select the category that best describes your support request.

‘ Collector Installation/Operation -

Your email address*

Subject*

Description*

P
Please enter the details of your request. A member of our support staff will respond as soon as possible
Severity *

P4 - Minor (Everything else - configuration or setup issues, questions, feature requests, etc ) -

Congrats! You've reached the end of the labs. If you want more training, you can visit our
Training Site.
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